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Abstract

For complex-valued or quaternionic neural networks, scholars and researchers usually
decompose them into real-valued systems. The decomposed real-valued systems are equiv-
alent to original systems. Then, the dynamical behaviors of real-valued systems obtained
are investigated, including stability, synchronization, and chaos etc. In this paper, a class of
quaternionic neural networks with time-varying delays is investigated. First, by designing
a suitable PI controller, synchronization of the considered chaotic system is realized. By
using a non-decomposition method and structuring a novel Lyapunov functional, sufficient
conditions are derived to guarantee synchronization between the drive-response systems.
It is worth mentioning that, unlike other methods, our approach does not require break-
ing down the quaternionic neural networks into four separate real-valued systems. Fur-
thermore, we demonstrate the practical application of these chaotic quaternionic neural
networks with time-varying delays in image encryption and decryption. Based on one se-
quence of chaotic signal from state trajectory of single quaternion-valued neuron and a new
encryption algorithm, the application of chaotic system proposed, that is, image encryp-
tion, is researched. The process of image decryption is simply the reverse of the encryption
process. Finally, numerical simulation examples are provided to validate the effectiveness
of the designed PI controller and performance of image encryption and decryption.
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1. Introduction

Quaternions, as a type of hypercomplex, have been successfully applied in many fields, such
as computer vision, crystallographic texture and quantum mechanies [11,17,47], etc. Quaternion
can efficiently reduce the computational complexity of high-dimensional problems [6]. In view
of the advantages of quaternion, some scholars and researchers propose and model quaternionic
neural networks (QNNs). QNNs have significant applications in color image compression, color
night vision, robots and other fields [31, 33, 40,48, 54]. Compared with complex-valued neural
networks (CVNNs), QNNs with higher storage capacity can directly deal with 3D and 4D
problems which can also be solved with a great number of neurons in CVNNs [8,10,21,22,34,48].
So far, researches on the dynamics of QNNs have made a lot of achievements [9,12,15,43], just to
cite a few. Chen et al. [9] investigated the problem of stability for continuous-time and discrete-
time QNNs. In [15,24], stability for a delayed fractional-order QNNs was researched. The
state estimation problem of QNN with time-varying delays (TVDs) was studied by extending
Jensen’s inequality to the quaternion domain [43]. In [12], authors studied the stability problem
of a class of stochastic QNNs with TVDs using stochastic analysis techniques and Lyapunov
functions (LF). In [51], the Mittag-Leffler stability and synchronization of Caputo fractional-
order fuzzy QNNs with proportional delay and derivative order intervals were studied. In [20], by
adopting an extended modification Lyapunov-Razumikhin method, global finite-time stability
problem for QNNs was researched. In [23], exponential estimation and passivity of memristive
neural networks (NNs) with quaternion parameters were studied. A Takagi-Sugeno type rule
was introduced into the quaternion memristive NNs, which makes the system much easier.
In [39], by using non-separation method, the global asymptotic stability problem for Takagi-
Sugeno fuzzy quaternion-valued bidirectional associative memory NNs with discrete, distributed
and leakage delays was investigated.

Proverbially, the signal transmission between neurons inevitably exists time delay [36,42],
which affect the dynamical behaviors of NNs, including chaos, oscillation, instability, etc. [7,
30, 35, 37,38,50]. For chaotic NNs, it has the characteristics of noise-like behavior and non-
periodicity, and follows deterministic rules. Due to chaotic NNs are sensitive to initial conditions
[49], small changes in initial conditions will have a significant impact on signal behavior. These
characteristics make chaotic NNs good candidates for cryptosystem [19,45]. At present, many
results about chaotic NNs have obtained [1, 14,32, 52,53], just to cite a few. The asymptotic
stability of transiently chaotic NNs is considered in [52]. Through observer based sliding mode
control, Zhao et al. [53] studied the synchronization problem of delayed chaotic NNs with
unknown disturbances. A secure communication scheme based on event triggered strategy and
master-slave NNs quantization synchronization was proposed in [14]. The memristive chaotic
NNs and the cascaded chaotic NNs were presented in [32] and [1], respectively.

With the increase in communication frequency on open networks, secure communication
is becoming increasingly important. A good encryption process should be sensitive to cipher
key, and the key space should be large enough to make brute-force attacks infeasible [2]. Since
chaotic NNs have both the characteristic of NNs and chaos, chaotic NNs are applied to secure
communication [3,25]. Thus, the researches on dynamical properties of delayed chaotic NNs
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have theoretical meaning and actual value [46]. The application of chaos synchronization in
image secure communication mainly includes chaotic shift keying, chaotic modulation and chaos
masking. Based on chaos master-slave network synchronization, chaos masking has been widely
used in image encryption [4,13,16,18,27,29,44].

Based on the above discussions and considering the advantages of chaotic systems and QNNs
with TVDs, we study the synchronization of chaotic QNNs with TVDs and its application in
cryptosystems. In most cases, confusion is not desirable and needs to be controlled. On the one
hand, by designing an appropriate PI controller, the synchronous control of the drive-response
chaotic systems is studied, and the responsive chaotic system drives the chaotic system to make
the chaotic trajectory of the two systems consistent. On the other hand, the application of
chaotic QNNs with TVDs is adopted in image encryption and decryption. The main contribu-
tions of this paper are as follows. In most cases, chaos is undesirable and needs to be controlled.
On one hand, by designing a suitable PI controller, the synchronization control of the drive-
response chaotic systems is studied. On the other hand, the application of chaotic QNNs with
TVDs is adopted in image encryption and decryption. The main contributions of this paper
are as follows:

e For complex-valued or QNNs, scholars and researchers usually decompose them into real-
valued systems. The dynamical behaviors of real-valued systems obtained are investigated,
including stability, synchronization, and chaos etc. In this paper, by using non-decomposition
methods, we construct a novel LF in form of quaternion self-conjugate matrices, and sufficient
conditions are derived to guarantee the synchronization of the drive-response systems. Here,
QNNs do not be decomposed into four real-valued systems.

e Chaotic systems are characterized by noise-like behaviors and non-periodical, and it follows
deterministic rules. In most cases, chaos is undesirable and needs to be controlled. Thus, it
is of great importance to investigate synchronization problems of chaotic systems. By design-
ing a suitable PI controller, synchronization of the proposed system is realized in this paper.
Through non-decomposition method and LF in form of quaternion self-conjugate matrices,
sufficient conditions are derived to guarantee synchronization of drive-response systems.

e In this paper, based on one sequence of chaotic signal from state trajectory of single quater-
nionic neuron and a new encryption algorithm, the application of chaotic system proposed,
that is, image encryption and decryption, is researched. Using chaotic sequences and designed
encryption algorithms, the confidentiality ability of image data transmission communication
will be improved.

The structure and organization of this paper is as this: the QNNs model considered is
presented, and some definitions, lemmas and assumptions are given in Section 2. In Section 3,
the chaotic synchronization of the studied NNs is researched. Some criteria are derived to
guarantee the synchronization of two QNNs with TVDs. Results in Section 3 are illustrated by
numerical examples in Section 4. Besides, for chaotic QNNs, its application in image encryption
and decryption is also presented. Finally, Section 5 concludes the paper.

Notations: R is the set of real numbers. Q and Q™ denote the set of quaternions and
n-dimensional quaternionic vectors. Q"*" denotes n x n matric with entire from Q. A denotes
the conjugate of matrix A € A"*™. A stands for the conjugate transpose of matrix A € Q™*™.
The notation x denotes the Hermitian symmetry (or conjugate transpose) of a suitable block in
a Hermitian matrix. C([—, 0], Q™) denotes the set of all continuous functions from [—7, 0] to Q™.
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2. Preliminaries and Model Description
In this section, some definitions, assumptions and lemmas are given.
Definition 2.1. The quaternion-valued activation function f(x) is defined as
fla) = fR@) +if' @) + 5 @) + kf5 @),
where x = z +iz! + ja7 + ka™ € Q, 2%, 27,27, 2% € R.

Definition 2.2 (Arnold Cat Map Permutation Algorithm, [5]). Suppose the size of ori-
ginal gray-scale image M is N x N and the pixel positions coordinates are

S={(z,y)|z,y=1,2,...,N}.

Arnold cat map is described as follows:

1= (Gl) =l o=l g% [ oo

where mod denotes the modulo of A {ﬂ and N,p and q are called the cat map control parameters,

which are positive integers, (x,y) is original position, (&, ) is new positions.

Remark 2.1. If det(A) = 1 holds, then the cat map is area-preserving. Moreover, after several
iterations, the original image M can be permuted completely.

Throughout this paper, the following assumptions on the activation function f(-) should be
needed.

Assumption 2.1. For any j € {1,2,...,n}, there exists a constant A; € R such that

If;i(p) = fi(@| < Ajlp—4ql, p,qeQ.

For convenience, one denotes L = diag(A1, A2, -+, A\pn).

Lemma 2.1. For any z,y € Q,

(1)T=z; (2) x+7 =22"; (3) 75 = Y.

Lemma 2.2 ([7]). Let A,B € Q"*", p,q € Q. Then

(1) 3C = Cj or jC3H = C for any complex matric C € C**";

(2) (AH)=t = (A=) if A is invertible;

(3) (AB) = BHAH;

(4) every quaternion q can be uniquely expressed as ¢ = q1 + q2J, where q1,q2 € C;

(5) Ip+4ql < Ipl+ lq| and |pq| = |pl|ql;

(6) (AB)~t = B~1A~L if A, B are invertible.



Chaotic Synchronization of Quaternionic Neural Networks 217

Lemma 2.3 ([8]). Let ReQ"*"™ be a Hermitian matriz and R= R1+Raj, where Ry, Ro € C"*".

Then, R < 0 is equivalent to
R1 —Ry
- =] <0.
<R2 Rl)

Lemma 2.4 ([8]). Let R € Q"*™ be a positive definite Hermitian matriz, and ¢ : [a,b] — Q"
be a vector-valued function of one real variable, where [a,b] C R. Suppose the integrations
concerned are well defined. Then

wa[[QH@ﬁw@mss([fwﬁﬁ)HR(liwﬁﬁ)

The drive chaotic system is a kind of QNNs with TVDs, which is described as

ii(t) = —diwi(t) + Zbijfj (25(t)) + Zcz'jfj (zj(t—75()) + Li(t), (2.1)

where x;(t) denotes the quaternion-valued state of the i-th neuron at time ¢. f;(z;(t)) € Q
denotes the output of the j-th neuron, as defined in Definition 2.1. 7;(¢) is the transmission
delay with 0 < 7;(¢t) <7 and 7(¢) < p. I;(t) € Q is external input, b;; and ¢;; are quaternions,
bi; and c;; denote the feedback weights, d; > 0 is the damping gain.

The initial condition of (2.1) is given as

2(s) = di(s), se€[-7,0],

where

Or(s) = ¢r () +idp(s) + i (s) + ko (s), k=12....n  ¢x(s) € C([~7,0,Q").
An equivalent vector form of drive system (2.1) is
i(t) = —Dx(t) + Bf (z(t)) + Cf(z(t — 7())) + 1, (2.2)
where
2(t) = (@1(8), 220, 7a (D)) € QY
D =diag{dy,do,--- ,dp,} e R™™, d; >0, i=1,2,...,n

B = (bij)nxn S ann’
C= (Cij)nxn S ann,

I= (Il(t)ﬂIQ(t)v"' 7In(t))T € @n’
f(z@) = (f1(z1(0)), f2(z2(t)), - ,fn(zn(t)))T € Q",
f(x(t—T(t))) = (fl(xl (t—ﬁ(t))),xg(t—m(t)),--- ,xn(t—Tn(t)))T e Q.

)

The response chaotic system is given as follows:

yi(t) = —dy(t) + Z bij [ (y;(t)) + Z cijfi(y; (t —75(1)) + Lit) +wi(t), (2.3)
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where u;(t) is the controller and will be designed later. An equivalent vector form of response
system (2.3) is
y(t) = —Dy(t) + Bf (y(t)) + Cf (y(t — 7)) + I+ U, (2.4)
where
T n
U= (ul(t)aUQ(t)a"' aun(t)) G@ .
Define error e(t) = y(t) — z(t) € Q™. The error system is shown in the following equation:
é(t) = —De(t) + Bf (e(t)) + Cf(e(t — 7(t))) + U, (2.5)
where
Fle®) = £y(®) = f((2)),
Fle(t=7®))) = fly(t = () = f(2(t = 7(*))),
T n
e(t) = (ex(t), ea(t), -+ ,en(t)) €Q™.
Remark 2.2. The purpose of this paper is to ensure drive chaotic systems (2.2) synchronizes
with response chaotic systems (2.4) based on the proposed controller. By designing two adaptive
gain matrices, global asymptotic stability of error system (2.5) will be guaranteed. In addition,

the application of chaotic systems, that is, image encryption and decryption, will be presented
in Example 4.2.

Remark 2.3. Quaternion differential equations are a special form of differential equations,
which are widely used in physics, engineering, computer graphics and other fields. Unlike ordi-
nary differential equations, the variable in a quaternion differential equation is a quaternion, i.e.
an extended complex system composed of real and imaginary parts. The quaternionic differ-
ential equation can represent the state of the physical system in a four-dimensional space over
time. Therefore, it is widely used in the fields of robot control, motion planning, and spatial
pose control. Moreover, in computer graphics, quaternionic differential equations are used to
model the transformations of object rotation, scaling, twist and etc. In conclusion, quaterni-
ion differential equations are a mathematical tool with wide applications that can be used to
describe many physical and engineering problems. There are many solutions, but the Euler-
Rhode formula is one of the most commonly used methods. In-depth study of quaternionic
differential equations is of great significance for a deep understanding of related issues in the
fields of physics, engineering and computer graphics.

3. Synchronization of Two Chaotic QNNs

By designing an appropriate PI controller, synchronization of two chaotic QNNs with TVDs
is realized in this section. The details are as follows. PI controller is designed as
t

U(t) = —Kie(t) — Kg/ e(s)ds, (3.1)
t—7(t)
where K7, Ky € R™*" are diagonal matrices. When e(t) — 0, drive-response systems achieve
information synchronization, which can be ensured by Theorem 3.1.
Then, the error system (2.5) has the following form:
t

é(t) = —De(t) + B (e(t)) + Cf(e(t — () - KQ/ e(s)ds, (3.2)

t—7(t)

where D = D+ K;.
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In what follows, the stability problem of error system (2.5) will be discussed.

Theorem 3.1. Suppose Assumption 2.1 holds. If there exist two real positive diagonal matrices
'y, Ty € R"™ ™ two matrices Y, S € Q"*™ and four positive matrices W, X, Z, R € Q"*"™ such
that the following two quaternion valued linear matriz inequalities (QVLMIs) hold:

n= (f ;) >0, (3.3)

and
1 Z12 YH O SB SC —SKs
* EQQ 0 SB SC *SKQ
* * 533 0 0 0
E= %« x x -Iy 0 0o | <0 (3.4)
* * * * —I'y 0
R
* * * * * ——
-
where

Ell :TR*Sﬁ*DHSHﬁ’LQFl, Elg :W*S*DHSH,
Bgo =77 -8 —SH, Sy =7X Y —YH + L°T,,

then error system (2.5) with the controller (3.1) is globally asymptotically stable, that is, drive-
response systems are synchronized.

Proof. Construct a Lyapunov-Krasovskii functional as

V(t) = Vi(t) + Va(t) + Va(t) + Va(t), (3.5)
where
Vi(t) = e (t)We(t), (3.6)
B tou 6(11,77'(’[1,)) " X Y e(u T(u)) sdu
va(t) 7/0 /u—T(u) ( é(s) > (* Z> . < é(s) )d du 3.1
0 t
Va(t) = /_ [ e zits)asau (3.8)
0
Va(t) = [ [ chs)Re(s)asan. (3.9)

The derivatives of V;, i = 1,2, 3,4, are as follows:

Vi(t) = T (t)Wel(t) + e (t)We(t), (3.10)

Vo) = 7(t)ef (t — 7(t)) Xe(t — 7(t)) + ™ (t — 7(t))Ye(t) + e )Y e (t — 7(t))
—ef(t—7@)) (Y +YT)e(t—7(t)) + eM(s)Zé(s)ds

t—7(t)
<ef(t—7t) (7 X =YV = YH)e(t —7(t)) + e (t — 7(t)) Ye(t)

LMY He(t - (1) +/t_ ¢ () Z¢(s)ds, (3.11)
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= reH (1) Ze(t) — ¢ (s)Zé(s)ds, (3.12)

= ref (t)Re(t) — — [ / tT e(s)ds] R [ / tT e(s)ds} : (8.13)

Based on (3.10)-(3.13), one can obtain

V() < e OWe(t) + e OWet) + e (t—7(t)) (rX =Y = YH)e(t — 7(¢))

+e(t—1)Ye(t) + e ()Y e(t — (1)) + m¢" (£) Ze(t) + e (t)Re(t)
H

-2/ i r|[ c(s)ds]. (3.14)

By using the free weighting matrix method, it follows from (3.2) that
0= [SHe(t) + ST e(t)]" M+ ME[SHe(t) + SHeé(t))],
where
M = —&(t) — De(t) + Bf (e(t) + Cf(e(t — 7(t))) — Ko /ttT e(s)ds.
From the above discussions, one obtains

0=—e"(t)(SD + D" sH)e(t) — e (t)(S + DT SH)e(t)
—&M(t) (5™ + SD)e(t) + H( )SBf(e(t) + " (e(t)) B 5™ e(1)

(SO (et — (1)) + fle(t —7(t )))CHSH ()

.
t)SK, ( ) ( s) K SHe(t)

—é <t>(S+SH) () ()SBf( (1))
+ fH(e(t)) BESHe(t) + e (4)SOf (e(t — 7(1)))

7 (et — 7(1))) CT ST e(t) — e (1)S K (/tt e(s)ds)

-7

H

t
- </ e(s)ds) KISHE(t). (3.15)
t—T
Additionally, based on the assumption 2.1, one knows that the following inequalities hold:

e (1) L°Tre(t) — f7 (e(t)T1 /(e ( )) >0,
et (t - T(t))LQFQG(t - T(t)) - ( (

From (3.14)-(3.16), the following inequality holds:

7(1))Taf (e(t — (1)) > 0. (3.16)

V() < " (OTIp(o), (3.17)
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where
t H
) = (00200 ¢ = 7(0). 7 (e00). 7 (el = ). [ Meonas|
t—T1
and
m,;, I, Y SB SC -SK,
* HQQ 0 SB SC 7SK2
* * H33 0 0 0
I=] 4« « % -, 0 o |- (3.18)
* * * * —I' 0
* * * * * -
-
where

I, =7R—SD—DYS" 4 121y, Myy=W —S—DHSH
My =77 — S — SH, M35 =7X - Y — Y7 + L7T,.

It is easy to verify II < 0 and Q < 0. Thus, it follows from (3.4) and (3.17) that V(¢) < 0.
Based on the standard Lyapunov theorem, we know that the error system (3.2) is globally
asymptotically stable. The proof is complete. ([l

Remark 3.1. QVLMIs (3.3) and (3.4) cannot be directly handled via the Matlab LMI toolbox.
As mentioned in [8], QVLMIs can be transformed into complex-valued ones. Complex-valued
LMIs can be checked directly by the YALMIP toolbox in Matlab. Thus, the proof is omitted.

Remark 3.2. For complex-valued or QNNs, scholars and researchers usually decompose them
into real-valued systems. The decomposed real-valued systems are equivalent to original sys-
tems. But it will increase the dimension of the studied systems. Then, QNNs do not be
decomposed into four real-valued systems in this paper. As mentioned in [8], based on QVLMI
method and free weighting matrix technique, the stability of quaternion-valued error systems
(2.5) is verified, that is, the synchronization of drive chaotic systems (2.2) and response chaotic
systems (2.4) is realized.

4. Simulation and Application to Image Encryption and Decryption

In this section, two numerical cases are presented to verify the effectiveness of the above
results.

4.1. Case 1

Example 4.1. Consider two neurons neural network as drive-response systems, which are as
follows:

i(t) = —Dz(t) + Bf (z(t)) + Cf(z(t — 7(1))) + I,
y(t) = —Dy(t)+ Bf(yt)) + Cf(y(t —7(t)) + I+ U,

—
[N
— —
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where

) = tanh(z"(t)) + itanh (2 (¢))
+ jtanh(z”(t)) + ktanh (2" (¢)), 7(t) =12, I=0,

(zl +alitalj +z{(k>

ot 4 xli 4 xdj + 2Kk

f(:z:(t

~—

y1 +y1l+y1.7 +y; k)
ys +ysi+yd g+ uik
<1 )
—04-0.3t—-0.35+04k —-0.6—-0.12—0.13 + 0.6k
—1.5-0.6:1+0.25 +0.4k —0.14+0.32+ 0.35 + 0.6k

D

B =

o (2t 0.5¢ —0.3j+ 0.3k  1.6—0.4i—0.25 — 0.3k
~ \03+0.144+025 +02k —2.5—0.3¢+0.45 — 0.5k

The initial conditions are

14+05i+35+k -1-051—j—k
#(s) = <1+i1.2jk>’ yls) = < 1—i+12j+k >

Let K; = diag(6,8), Ko = diag(0.1,0.01), and the PI controller U = 0. State trajectories
of drive system (4.1) are shown in Figs. 4.1 and 4.2. Phase plot of drive system (4.1) is given
in Fig. 4.3. And state trajectories of response system (4.2) are shown in Figs. 4.4 and 4.5.
Phase plot of response system (4.2) is given in Fig. 4.3. By Figs. 4.3 and 4.6, one can see that
drive-response systems are chaotic. Time response of error system is shown in Fig. 4.7.

When U # 0, according to Theorem 3.1, systems (4.1) and (4.2) can achieve data synchro-
nization under controller (3.1). From Figs. 4.8 and 4.9, one can observe that the drive system
(4.1) and the response system (4.2) is synchronized via controller (3.1).

2 2 2
2
LS =< 0 CCXN 0 =80
-2
2 2 2
0 200 400 600 0 200 400 600

X o

) 0 200 400 600 0 200 400 600 0 200 400 600 0 200 400 600
t t t t

Fig. 4.1. State trajectory of z1(t). Fig. 4.2. State trajectory of z2(t).
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2 2
ST oo ~ 0
-2
2
0 200 400 600 0 200 400 600
t t
2 2
=T 0 X — 0
-2 )
0 200 400 600 0 200 400 600
t t
Fig. 4.3. Phase plot of drive system (4.1). Fig. 4.4. State trajectory of y;(¢) without con-
troller.

2
2
B0 == 0
2
0 200 400 600 0 200 400 600
t t
21
2]
S )
: Al
2
0 200 400 600 0 200 400 600

t t

Fig. 4.5. State trajectory of y2(t) without con- Fig. 4.6. Phase plot of response system (4.1) with-
troller. out controller.
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Fig. 4.7. Time response of error system without controller.
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4.2. Case 2
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Fig. 4.9. Time responses of error system with PI controller.

Example 4.2. Using the results obtained in Example 4.1, application of chaotic QNNs with
TVDs in image encryption and decryption is carried out. Based on Example 4.1, one sequence
of chaotic signal is obtained using state trajectory of single quaternion-valued neuron, such as
{zi(ty) : k = 1,2,...}, where z; = 2 +daf + jo/ + kaK. z(ty): k=1,2,... will serve as
encryption signals. Details of encryption algorithm are as follows.

The process of encryption is concluded and the ciphered image is obtained. The decryption
algorithm is the reverse process of encryption algorithm. Here, it is omitted.
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Algorithm 4.1: Encryption Algorithm.

Step 1:

Step 2:

Step 3:

Step 4:

Step 5:

Step 6:

Step 7:

Step 8:

Read original image 9. Separating color image 9t with red, green and blue

components, respectively. Three pixel series are obtained as Mg (i, 7), Ma (4, 5),
Mp(i,5), i€ {1,2,....N},je{L,2,...,N}.

Through driving system (4.1), group of time series chaotic signals {z; x! zJ X}
are obtained by using Matlab dde23 algorithm and the initial conditions z;(0).

Time series chaotic signals 21, z!, z{ and 2 are represented by matrix form
I yJ K
X1, X7, X{ and Xy

X1(i,§) =z (k),  X{(i,j) = 21(k),

where i € {1,2,...,N},j€{1,2,....N}, k€ {1,2,...,N x N}.

Further from the above matrices, three new matrices Xgr, X¢ and Xp are
generated as

Xg(i,j) = mod(round (X{ (i, 5), k) x 10%,256),
Xe(i,j) = mod (round (X7 (i, 5), k) x 10%7,256),
Xp(i,5) = mod(round (X{ (i, 5), k) x 10°,256),

where mod(X,Y) represents the remainder after division, round(X, k) denotes
the operation of rounding to k digits to the right of the decimal point.

Set n = 1, permute images Mg, Ma, Mp. According to Arnold cat map
permutation algorithm, Mz, Ma, Mp are transferred to permuted images R,
G’, B'. Three new pixel series are obtained as R'(i,5),G'(4,7), B'(i,5),
i€{1,2,...,N},je{1,2,...,N}.

The permuted images R', G’ and B’ are encrypted by Xg, Xg and Xpg to obtain
Mg, Me and Mp as

SDTR(%]) = R/(Zv.]) @xR(ivj)v
SDTG(’L,]) = G/(Zaj) S Z'G(i,j),
DﬁB(ivj) = B/(ivj) @-Z'B(’L',j),

where @ denotes the bitwise XOR operator.

If n < R, set n =n+ 1 return to Step 5. Otherwise, encryption process
completes.

Reorganizing Mpr, Me and M p, we can obtain the encrypted color image.
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Statistical analysis
The performance of the above encryption algorithm is investigated by Statistical analyses,
including histogram analysis, information entropy and correlation coefficient.

(a) Histogram analysis: As shown in Fig. 4.10, the histograms of the encrypted images
are quite uniform and have good statistical properties similar to white noise. In this way,
information about the pixel order in the original image cannot be obtained from the encrypted
image.

(b) Information entropy analysis: Information entropy is one of the criteria for measuring
the strength of cryptographic systems. Information entropies of the three color components
(R,G,B) of Fig. 4.10(b) are compared with the other algorithms in Table 4.1. Compared to the
other algorithms, our scheme has the highest entropy, which is very close to the ideal value of 8.
Therefore, encrypted image is close to random sources, and the algorithm proposed is secure
for entropy attacks.

(c) Correlation coefficient analysis: In Fig. 4.11, the correlations between horizontally
adjacent pixels in three color components (R,G,B) of plain-images and encrypted images are
compared. From Fig. 4.11, it can be observed that although the two adjacent pixels in the
plain-images are highly correlated, the correlations between these two adjacent pixels in the
encrypted image can be ignored. From Table 4.2, it can be seen that the proposed image
encryption algorithm has better performance compared with other algorithms. Thus, the cor-
relation of encrypted Lena images is very low, indicating that our encryption algorithm has
good encryption performance.

Remark 4.1. Regarding the practicality of the image encryption and decryption algorithm
presented in this article: From an implementation perspective, it is designed to be straight-
forward and can be easily adapted to different software and hardware platforms. Detailed
step-by-step instructions and examples are provided to facilitate its implementation in real-
world applications. In terms of computation, the algorithm is optimized to ensure efficient

Table 4.1: Information entropies of the encrypted-images with different encryption algorithms.

Scheme H (Red) | H (Green) | H (Blue)

[49] 7.6782 7.8402 5344

[26] 7.9896 7.9893 7.9896

[28] 7.9972 7.9973 7.9972

[41] 7.9971 7.9972 7.9965
Proposed algorithm | 7.9977 7.9975 7.9975

Table 4.2: Correlation of the encrypted-image.

Scheme H (Red) | H (Green) | H (Blue)

[49] 0.0158 0.0222 0.0484

[41] 0.0048 0.0051 0.0043
Proposed algorithm | -0.0036 -0.0030 0.0017
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6) (k) M

Fig. 4.10. Results of image encryption and decryption. (a) Original image. (b) Shuffled image. (¢) De-
crypted image: succeeded. Histogram of original image: (d) red color, (g) green color, (j) blue color.
Histogram of encrypted image: (e) red color, (h) green color, (k) blue color. Histogram of decrypted
image: (f) red color, (i) green color, (1) blue color.

processing. It makes use of efficient computational techniques to minimize the time and re-
sources required. The computational complexity is well within acceptable limits, and it can
be effectively executed on standard computing devices. Concerning the level of computational
difficulty, while it does involve some computations, they are not overly complex. The key
operations are well-structured and can be efficiently carried out.
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80 100 120 140 160

(d) (e) (f)

Fig. 4.11. Correlation plot of two adjacent plain-image pixels in horizontal direction: (a) red color,
(c) green color, (e) blue color. Correlation plot of two adjacent pixels of the cipher-image obtained by
the proposed scheme in horizontal direction: (b) red color, (d) green color, (f) blue color.

5. Conclusions

This paper researched the synchronization problem of chaotic QNNs with TVDs and its
application in cryptosystem. On one hand, by designing a suitable PI controller, synchronization
of the proposed system was realized. By using non-decomposition method and LF, sufficient
conditions was derived to ensure synchronization of drive-response systems. Here, QNNs do
not be decomposed into four real-valued systems. On the other hand, application of chaotic
QNNs with TVDs in image encryption and decryption was carried out. Based on one sequence
of chaotic signal from state trajectory of single quaternionic neuron and a new encryption
algorithm, the application of chaotic system proposed, that is, image encryption, was researched.
The image decryption process was the reverse process of image encryption. Finally, numerical
simulations were performed to demonstrate the validity of the obtained results.
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