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Abstract. In 2021, the p-adic signature scheme and public-key encryption cryp-
tosystem were introduced. These schemes have good efficiency but are shown
to be not secure. The attack succeeds because the extension fields used in these
schemes are totally ramified. In order to avoid this attack, the extension field
should have a large residue degree. In this paper, we propose a method of
constructing a kind of specific orthogonal basis in p-adic fields with a large
residue degree, which would be helpful to modify the p-adic signature scheme
and public-key encryption cryptosystem.
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1 Introduction

Since Shor [13] proved that the classical public-key cryptosystems such as RSA
and ElGamal would be broken by future quantum computer, researchers have
been dedicated to finding cryptographic primitives which are quantum-resistant.
In 2022, NIST [11] announced four algorithms which passed the third round of
post-quantum cryptography standardization solicitation and began the fourth
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round. They are CRYSTALS-Kyber [2], CRYSTALS-Dilithium [6], Falcon [8] and
SPHINCS™ [1]. Three of them are lattice-based and one of them is hash-based.
The lack of diversity among post-quantum assumptions is widely recognized as
a big, open issue in the field. Therefore, finding new post-quantum assumptions
is of vital significance.

The p-adic numbers Q, were invented by Hensel in the late 19th century. The
concept of a local field is an abstraction of the field Q,. Local fields provide
a natural tool to solve many number-theoretic problems. They are ubiquitous
in modern algebraic number theory and arithmetic geometry. Lattices can also be
defined in local fields such as p-adic fields, see [15]. Interestingly, p-adic lattices
possess some properties which lattices in Euclidean spaces do not have, see [17].
However, applications of p-adic lattices in cryptography were developed only
recently.

In 2021, by introducing a trapdoor function with an orthogonal basis of a p-
adic lattice, Deng et al. [5] constructed the first signature scheme and public-key
encryption cryptosystem based on p-adic lattices. As the p-adic analogues of
the lattices in Euclidean spaces, it is reasonable to expect hard problems in p-adic
lattices to be quantum-resistant, which might provide new alternative candidates
to construct post-quantum cryptographic primitives.

The experimental results [5] demonstrated that the new schemes achieve good
efficiency. As for security, Zhang [16] found that these schemes are not secure
because the extension fields used in these schemes are totally ramified. In order
to avoid this attack, he suggested that the extension field should have a large
residue degree.

In a totally ramified extension field K/Q,, a uniformizer 7t generates an or-
thogonal basis of K. But in a general extension field K/Q, we can not find an
orthogonal basis of K as easily as in a totally ramified extension field. Therefore,
the crucial point of such a scheme is to construct an orthogonal basis of K.

Given a extension field K over Q; of degree 1, we can use the Round 2 Algo-
rithm [4] or the Round 4 Algorithm [7] to obtain a basis of the maximal order Ok
and then compute its orthogonal basis. However, these algorithms involve com-
putation of large matrices. They require storage of the order of 7% in the worst
case.

In order to reduce the storage requirement, we consider the problem from an-
other perspective. Instead of trying computing the maximal order, we construct
an orthogonal basis directly and then compute the extension field it generates.
The storage requirement of this method is of the order of n? in the worst case.

This paper is organized as follows. In Section 2, we recall some basic defini-
tions. In Section 3, we give an equivalent condition for orthogonal basis in the
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extension field of Q,. Then, we construct a kind of specific orthogonal basis in
Section 4 and realize it with roots of unity in Section 5.

2 Preliminaries

In this section, we recall some basic facts about local fields and p-adic lattices.
More details about local fields can be found in [3,12].

2.1 Norm and orthogonal basis
Let p be a prime. Let V be a vector space over Q,. Anorm ||-|| on V is a function
|-V =R
such that:
1. ||o|| >0 for any v €V, and ||v|| =0 if and only if v=0.
2. ||xv||=|x|,-||v| forany x€cQ,and v € V.
3. [[o+w| <max{|v|,||w|} for any v,we V.

Here, |x|, is the p-adic absolute value for a p-adic number x € Q,.
If ||-|| is @ norm on V, and if ||v|| # ||w]|| for v,w € V, then one can prove
|lo+w]|| =max{||v|,||w]| }. Weil [15, p. 26] proved the following proposition.

Proposition 2.1 ([15]). Let V be a vector space over Q, of finite dimension n >0, and
let ||- || be a norm on V. Then there is a decomposition V=V +Vo+---+V,, of V into
a direct sum of subspaces V; of dimension 1 such that

n
)0
i=1

= max |||
1<i<n

foranyv;€V;, i=1,2,...,n.
Thus, we can define the orthogonal basis.
Definition 2.1 (Orthogonal Basis). Let V' be a vector space over Q, of finite dimension

n>0, and let ||-|| be a norm on V. We call ay,u2,...,&, an orthogonal basis of V over Q,
if V can be decomposed into the direct sum of n one-dimensional subspaces V; (1<i<n)

such that .
)i
i=1

= max ||v;|
1<i<n
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forany v;€V;, i=1,2,...,n, where V; is spanned by ;. Two subspaces U,W of V are said
to be orthogonal if the sum U+W is a direct sum and

[+l = max{[ul], [w]}

forallue U, weW. Actually, the former assumption can be deduced from the latter
assumption.

2.2 Residue degree and ramification index

Let K be a finite extension of degree n over the field Q, of p-adic numbers. Hence,
K is locally compact and complete. Let us choose an element 77 of maximal abso-
lute value smaller than 1 and call it a uniformizer. Let

R={xeK||x|<1}

and its maximal ideal P = 7tR, where |-| denotes the unique extension of the p-
adic absolute value to the field K, see [12, p. 94]. If we consider K as a finite-
dimensional vector space over Q,, then the extended absolute value is also a norm
on this vector space. For this absolute-value norm, the second property of norm
holds not only for x € Q), bug also for x € K. The residue field k= R/P is finite,
hence a finite extension over IF, =27,/ pZ.,.

Definition 2.2 (Residue Degree and Ramification Index). The residue degree of the
finite extension K over Qy is the integer

f=[k:F,] =dimg, (k).

The ramification index of K over Q, is the integer

e=|IK*1:1Q;1] = [IK*I: p™|]| =#(1K*|/p%),
where |K*| denotes the value group of K*.

Similar to the finite extension field over the rational number field Q, we have
the following theorem.

Theorem 2.1 ([12, p. 99]). For each finite extension K over Qp, we have

ef =[K:Qp]=n.
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2.3 Lattice in p-adic fields

As in the previous subsection, let p be a prime number, and let K be an extension
field of Q of degree n. Let m be a positive integer with 1<m<n. Let a1,a2,...,&n €
K'be m Qp-linearly independent vectors. A lattice in K is the set

m
L(oy,00,...,00)= {Zﬂi“i

i=1

aiEZp,lgigm}

of all Z)-linear combinations of &1,a»,...,&,. The sequence of vectors ay,az,...,&n
is called a basis of the lattice £(a1,a2,...,&,,). The integer m is called the rank of
the lattice, respectively. When n=m, we say that the lattice is of full rank.

3 An equivalent condition for orthogonal basis

In this section, we give an equivalent condition for orthogonal basis in the exten-
sion field of Q,. We begin with some simple lemmas.

Lemma 3.1. Let V be a vector space over Q, of finite dimension n>0. Let aq,ay,...,&y
be a basis of V over Q. Then ay,&»,...,&y is an orthogonal basis of V over Q, if and

only if

= max [la;e|

forall a; € Z,, 1 <i<n, where at least one a; € Zy— pZy.

Proof. Necessity follows immediately from the definition of the orthogonal basis.
Now we prove the sufficiency. If there is any a; =0, we can just ignore it. So we
may assume that 2;€Q, and 4,70, 1<i<n. For x€Q, and x#0, write x:ptu with
a unit u € Z;, we define ord(x) =t. Let s=min;<;<,{ord(a;)} so that p~*a, € Z,
for all 1<i<n and at least one a; € Z, —pZ,. Then,

Za o

= max [[p~“ma | = [p~|, max [l

Pl

Therefore,

max Haz"‘zH

Zazaz

for alla;€Qp, 1<i<n. Hence, a1,a>,...,&, is an orthogonal basis of V over Q. [
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Lemma 3.2. Let V be a vector space over Q, of finite dimension n>0. Let aq,a,...,&y
be a basis of V over Qp such that ||| = [|az|| = --- = |l@u||. Let Ay = [|aq||. Then
®1,&2,...,0y 18 an orthogonal basis of V over Q, if and only if for all ay,az,...,an € Z,

such that .
Zﬂit’éi

i=1

<A1,

we have p|a; for 1 <i<n.

Proof. Assume aq,&»,...,&; is an orthogonal basis of V over Q,. Then

Za o

Therefore, ||}_\"a;a;|| <Ay implies that max;<;<,|a;|, <1. Hence, pla; for all
1<i<n.

Conversely, if «q,&3,...,&, is not an orthogonal basis of V over Qy, then by
Lemma 3.1, there exists a; € Z,,, 1 <i<n, and at least one a; € Z, — pZ, such that

n
Zai“i

i=1

max Ha w;l| =AM 1mlax l|a;i]|.

< max ||a;e;l| = A4,
<i<n

which contradicts the assumption of sufficiency in this lemma. O

Then we can prove our main theorem of this section. From now on, we use ||
to denote the p-adic absolute value on an extension field K over Q, for simplicity.
The following theorem is a well-known result, see [14, p. 167, Exercise 5A], show-
ing the relation between orthogonality and linear independence. For the sake of
completeness, we provide a proof here.

Theorem 3.1. Let K be an extension field of degree n over Qp. Let V be a subspace
of K over Q. Assume that a1,&y,...,&n (m <mn) is a basis of V over Q, and |a;| =
lap| = -+ = |ay|. Let Ay =|aq|. Let 7t be a uniformizer of K, so there is an integer
s such that |7t°| = Ay. Then aq,&y,...,0y is an orthogonal basis of V over Qy if and
only if wy,&3,...,0;, are linearly independent over IF,, where ®; is the image of 7~°-«; in
k=R/P.

Proof. By Lemma 3.2, a1,&2,...,&y is an orthogonal basis of V over Q, if and
only if

m
) _ai

i=1

<Aq, aiEZp = P|ﬂi forall 1<i<m.



C. Zhang and Y. Deng / Commun. Math. Res., x (2025), pp. 1-14 7

Recall that |ab| = |a||b] for a,b € K. The above statement is equivalent to

m
Zain_sai
i=1

And this is equivalent to

<1, a,€Z, = pla; forall 1<i<m.

m
Y @w;=0, a;€Z, = ;=0 forall 1<i<m,
i=1

which is the definition of linear independence of ay,&3,...,&;; over IF,. O

Remark 3.1. In general, it is not efficient to determine orthogonal basis by this
theorem. However, in some special cases, it will be useful. For example, in a to-
tally ramified extension field, since k=1IF,, any two vectors &1 and &; such that
|&1| = |a2| can not be extended to an orthogonal basis of V over Q,.

4 Construction of specific orthogonal basis

In this section, we use Theorem 3.1 to construct a kind of specific orthogonal
basis.

Lemma 4.1. Let K=Q,(0) be an extension field of degree n over Q, with |6 =1. Let
F be the minimal polynomial of 0 over Qp. Assume that F is reducible modulo p. Then
1,0,62,...,0" 1 is not an orthogonal basis of K over Q,.

Proof. Let F=gh (mod p) where g and & have coefficients in IF,. Since g(8)h(6) €
pR C P, at least one of g(0) and /() is in P. We may assume that g(6) € P. Then
g(—9)=6. Since deg(g) <n—1, 1,0,62,...,0" 1 are linearly dependent over IF,. By
Theorem 3.1, 1,0,62,...,6" 1 is not an orthogonal basis of K over Q,. O

Example 4.1. Let 6 be a primitive p'-th root of unity. Then K=Q,(6) is a totally
ramified extension field of degree n=g(p')=p'~1(p—1). Since XP —1=(X-1)"
(mod p) and the minimal polynomial of 6 is a factor of Xr' -1, by Lemma 4.1,
1,0,6%,...,0" 1is not an orthogonal basis of K over Q,. Moreover, we can deduce
from the proof of Lemma 4.1 that [0 —1| <1. In fact, |0 —1|= |p|1/4’(p1).

The converse proposition is also true in an unramitied extension field, so we
have the following theorem.
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Theorem 4.1. Let K=Qy(0) be an unramified extension field of degree n over Q, with
0| =1. Let F be the minimal polynomial of 6 over Qp. Then 1,6,6,...,6" ! is an
orthogonal basis of K over Q, if and only if F is irreducible modulo p.

Proof. Since 1,6,62,...,0" 1 is a basis of K over Qy, by Theorem 3.1, 1,0,62,...,0"1
is not an orthogonal basis of K over Q, if and only if T,@,G_Z,...,Q”—l are linearly
dependent over F,,. So there is a polynomial

n—1 )
g(X)=) aX
i=0
with coefficients a; € Z,, for 0 <i<n—1 such that g(X) #0 and g(0) =0. Let G be
the minimal polynomial of 0 over F p- Then,

deg(G) <deg(g) <n—1<deg(F).

Since F(0) =0, we have F=G-(F/G) (mod 7). Since K is unramified, the uni-
formizer 7 is p multiplied by some unit in K, so we have F=G-(F/G) (mod p)
is reducible modulo p. O

Remark 4.1. We can see from the proof of Theorem 4.1 that if we want to drop the
unramifiedness assumption in this theorem, then the modulus will be 7 instead
of p. However, finding a uniformizer requires additional computation. Hence,
we do not use this stronger result.

Corollary 4.1. Let K= Q,(0) be an unramified extension field of degree n over Q,
with |0| =1. Let G be the minimal polynomial of 6 over Fp. If deg(G) =m, then
1,0,6%,...,0™ 1 is an orthogonal basis of V over Q,, where V is the vector space generated
by 1,6,6%,...,6" 1 over Q.

Proof. Similar to Theorem 4.1. O

We now begin to construct an orthogonal basis for a ramified extension field.
The following lemma is an obvious corollary of [5, Proposition 3.3]. It can be
concluded by induction.

Lemma 4.2. Let K be an extension field of over Qp. Let V; C K be a vector space over Q,
of finite dimension n; >0, 1 <i<s. Let a;1,&j,...,&;y, be an orthogonal basis of V; over
Qp- If

{loil[vie Vi}n{lojl |o; €V} ={0}
forall 1<i<j<s. Then a11,&12,...,&1p,,---,8&s1,&s2,...,&sp, IS an orthogonal basis of
V=@:_,V; over Q.
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Theorem 4.2. Let K be an extension field of degree n over Q. Let f and e be the residue
degree and ramification index respectively. Let 7t be a uniformizer of K and (s;)1<i<s be
a family in R such that the image s; € k make up a basis of k over IF,. Then the family
(si7 )1<i<f, 0<j<e—1 is an orthogonal basis of K over Q.

Proof. By Theorem 2.1, n=ef. We can prove that the elements in this family are
linearly independent over Q,, see [12, p. 99], so it is a basis of K over Q). Let V; be
the vector space generated by (sjm/ J1<i< fover Qp, 0<j<e—1. Then K = @;;5 V.
Since (5;)1<i< are linearly independent over IF,, by Theorem 3.1, (s;70/)1<i<y is

—1/e

an orthogonal basis of V; over Qy,. Since |7t|=p~"/¢, we have

{Ivj||v;€V;} ={0}up® /e,

Then by Lemma 4.2, the family (s;77/)1<;< f,0<j<e—1 is an orthogonal basis of K
over Q. O

Example 4.2. Let K=Q3(v/34i)=Q3(/3,i) where i?=—1. Then K is an extension
field of degree n =4 over Qs. Its residue degree is f =2 and ramification index
is e=2. Since 1/3 is a uniformizer of K and 1,i are linearly independent over FF3,
{1,i,/3,/3i} is an orthogonal basis of K over Q3.

Lemma 4.3. Let Ky =Q,(0) be an unramified extension field of degree f over Q, and
Ky =Qp(71) be a totally ramified extension field of degree e over Q. Then K=Q,(6,7)
is an extension field of degree n=ef over Qp. Its residue degree is f and ramification
index is e.

Proof. Since its residue degree is at least f and ramification index is at least e and
[K:Qp]<ef, we have [K:Qp] =ef. Hence, its residue degree is f and ramification
index is e. O

Finally, we can present our crucial result for constructing orthogonal basis.

Theorem 4.3. Let Ky =Q,(0) be an unramified extension field of degree f over Q, with
0| =1. Let F be the minimal polynomial of 6 over Qp. Let Ky =Q,(7) be a totally
ramified extension field of degree e over Q. Assume that F is irreducible modulo p and
7t is a uniformizer of Ky. Then the family (6" 70/ )p<i< F-1,0<j<e—1 is an orthogonal basis
of K=Q,(0,7) over Q,.

Proof. By Lemma 4.3, K is an extension field of degree n=ef over Q,. Its residue
degree is f and ramification index is e. By Theorem 4.1, 1,0,6%,...,6/~1 is an or-
thogonal basis of K; over Q,. Then by Theorem 3.1, their image in k are linearly
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independent over ), and therefore make up a basis of k over IF,. Finally, by The-
orem 4.2, the family (6'77/)o<j<f_1, 0<j<c—1 is an orthogonal basis of K=Q,(0,7)
over Q. O

5 Constructing orthogonal basis with roots of unity

Notice that roots of unity are helpful for us to construct an extension field which
satisfies the assumption in Theorem 4.1.

Theorem 5.1. Let K=Q,(0) be an extension field of degree n over Q, and 6 is a root of
unity of order prime to p. Then 1,6,62,...,6" 1 is an orthogonal basis of K over Q.

Proof. Since a root of unity of order prime to p generates over Q, an unrami-
fied extension field, see [12, p. 105], and the minimal polynomial of 6 over Qy is
irreducible modulo p, the theorem is immediately from Theorem 4.1. O

Example 5.1. Let K=Qj3(i) where i = —1. Since X?+1 is irreducible modulo 3,
{1,i} is an orthogonal basis of K over Qj3.

In order to determine whether F is irreducible modulo p, we need some results
about cyclotomic cosets to factor X" —1 modulo p (ged(n,p) =1).

Definition 5.1 (Cyclotomic Coset). Suppose p is a prime number and ged(n,p) =1.
For integer s€{0,1,...,p—1}, the cyclotomic coset mod n over IF, which contains integer
s is defined as

Cs= {s,sp,spz,...,spms_1 3,
where sp™s=s (mod n), i.e., m; is the least positive integer satisfying sp™ =s (mod n).

The following lemma is a well known result of cyclotomic polynomial. We
omit the proof here.

Lemma 5.1 ([10]). Let p be a prime number. Let a be a primitive n-th root of unity over
Fp. Let s€{0,1,...,p—1}. Then
M®(X)=T](X—a') €Fp[X]
i€Cs

is the minimal polynomial of &® over IF,. Moreover,

X"-1=[[M®(X),
S

where s runs over a set of cyclotomic coset representatives modulo n, gives the factoriza-
tion of X" —1 over IFy.
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Lemma 5.2. Let q be a prime number such that qo = (q—1)/2 is also prime i.e., qo is
a Sophie Germain prime. Let p be an integer such that p #Z —1 (mod q). Then p is
a primitive root modulo q if and only if p is not a quadratic residue modulo q.

Proof. p is not a quadratic residue modulo g if and only if p4~1/2=—1 (mod gq).
Since p# —1 (mod g), this is equivalent to p is a primitive root modulo 4. O

Now we choose g, go and p as in Lemma 5.2. Assume p is not a quadratic
residue modulo g so the order of p modulo g is —1. Take K; =Q,(#) where 6 is
a primitive g-th root of unity. By Lemma 5.1, the degree of the minimal polyno-
mial of 6 over [F, is —1, hence it is also —1 over Q,. Let K; =Q,(77) be a totally
ramified extension field of degree e over Q,. Then by Theorem 4.3, the family

(6'7 )o<i<qg—2, 0<j<e1

is an orthogonal basis of K=Qj(6,7) over Q.

To make this orthogonal basis practical, we also need to find a primitive ele-
ment of K=Q,(0,7). It is well known that a finite separable extension is a simple
extension, which is known as the primitive element theorem. If we consider this
theorem in a field of characteristic 0, then we only need the finiteness in the as-
sumption. Moreover, there is a constructive proof of this theorem, see [9, p. 410].
We summarize the proof as the following lemma.

Lemma 5.3. Let K=Q,(6,7) be a finite extension field over Q. Let f(X) and g(X)
be the minimal polynomial of 6 and 7t over Q, respectively. Suppose their roots are
61,02 ,..,00) and 7,72, 7" respectively. Choose h €Q, such that

() _ 7(v)
) 1<s,t<n, 1<u,v<m.

7T
h7 p(s) —g(t) ’

Then {=hf+ 1 is a primitive element of K over Q,, i.e., K=Q,({).

Lemma 5.4 ([12, p. 105]). Let K be any ultrametric extension of Qp. Then the distance
between two distinct roots of unity of order prime to p is 1.

Lemma 5.5. Let g # p be a prime number and 0 be a primitive g-th root of unity whose
degree over Q is f=q—1. Let G be an Eisenstein polynomial and 7t be a root of G(X)=0.
Let K=Qp(0,7) and { =0+7. Then K=Qy().

Proof. Let 70,72 7 and 61,02 . 9() be the conjugate elements of 7
and 0 over Q, respectively, where e =deg(F). We have |7(*)| <1. On the other
hand, by Lemma 5.4,

06— | =1, 1<s<t<Ff.
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Since
7-((”) — 7-[('0)

o —gm |~ <L,

we can take i =1 in Lemma 5.3. Therefore, K=Q, (6 +7) =Q, (). O

Finally, let H be the minimal polynomial of 6 over Q,. We can use resultant to
obtain the minimal polynomial of {=60+1, i.e.,

F(X)=Resy (G(Y),H(X~-Y)).

We summarize the construction process as the following algorithm.

Algorithm 1 Constructing Orthogonal Basis with Roots of Unit

Input: Two prime numbers g and g such that g=2g0+1, a prime number p such
that p#£—1 (mod ¢) and p is not a quadratic residue modulo g and a positive
integer e.

Output: An extension field K over Q, of degree n= (7—1)e and an orthogonal
basis of K.

1: Choose a random primitive g-th root of unity 6 and denote its minimal poly-
nomial as H.

2: Choose a random Eisenstein polynomial G of degree e and choose a random
root 7t of G(X)=0.

3: Let (=604, by Lemma 5.5, { is a primitive element of Q,(6,7r) over Q,.

4: Let F(X)=Resy(G(Y),H(X-Y)).

5: Return K=Q,({) (given by F) and an orthogonal basis (Giﬂj)ogigq_zl 0<j<e—1s
where 0 and 7 are given by H and G respectively.

6 Conclusion

It is clear that the algorithm runs in polynomial time in n. The resultant in step 4
isan (e+g—1)x (e4+q—1) determinant. If we take e~ g—1~/n, then the storage
requirement is only O () and the time complexity is O(n!) if we use decomposi-
tion methods to compute the resultant. In the worst case, where {e,q—1}={1,n},
the storage requirement is O(n?) and the time complexity is O(n®). Therefore,
our method is better than the Round 2 Algorithm and the Round 4 Algorithm
in storage requirement. Moreover, according to [7], the time complexity of the
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Round 2 Algorithm is more than O(n*). Our method is also better than the
Round 2 Algorithm in time complexity.

The results in this paper are helpful to modify the p-adic signature scheme
and public-key encryption cryptosystem. Simply using { =67 to generate the
extension field K may be not secure. An adversary can guess the residue degree
f and subtract a primitive f-th root of unit 6’ form . If it happens that 6’=6, then
the adversary will obtain the uniformizer 7t and break the scheme. Maybe we
need to find a more complex primitive element { while do not increase time com-
plexity much. More efforts are needed to carry out secure schemes. The method
of constructing orthogonal basis in p-adic fields may have other applications. It
is worth for further study and there is much work to do.
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